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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

This contribution proposes the resolution of ENs and evaluation for solution #7.
With regards to EN:

Editor’s note: The trust mode for the solution is FFS.
The evaluation of the solution clarifies that the solution assumes that there is no implicit trust among the following logical entities: producer of the AI/ML model (NWDAF MtFL), the storage platform (ADRF) and the AI/ML consumer (AnLF).   
With regards to EN:
Editor’s note: The relevant attributes for indicating which NFs are allowed to retrieve the model are ffs
The clarification was provided in NOTE 1, i.e., the relevant attributes for authorization are: NF Type, Instance Id and Interoperability indicator. The same resolution was agreed in solution #3, which shares the first step of the proposed procedure. 
With regards to EN:

Editor’s note: Alignment with SA2 procedure is ffs. 

The proposed procedure is aligned with the conclusion for KI #5 (“Enhance trained ML model sharing”) or TR 23.700-81 (1.1.0), where Interoperability indicator has been specified. This parameter will be provided as part of the NWDAF (MtLF) profile during registration in NRF. 
4
Detailed proposal

************ START OF CHANGES ************

6.7
Solution #7: Secured and authorized AI/ML model transfer and retrieval 

6.7.1
Introduction

This addresses KI#3 on security for AI/ML model storage and sharing, specifically the following security requirements.:

· AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).

· ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 

· NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).


6.7.2
Solution details

The solution defines a secured AI/ML model transfer and retrieval mechanism including confidentiality and integrity protection, along with the authorization schema for retrieval of AI/ML models in 5GS.

The procedure is as follows:
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6.7.2-1: Secured AI/ML model transfer and authorization procedure
1a. NF Service producer which trains the model (e.g., NWDAF MtLF), while storing the encrypted ML model in the ADRF, it also appends its metadata. The metadata with respect to each model may contain attributes for identification such as Model Info/ analytics Id(s) supported by the model, and attributes such as NF Type, NF Instance Id and Interoperability indicator for authorization at the retrieval of a particular identified model. 
NOTE 1: The referred metadata attributes in the solution are intended to be used in the solution for the identification of the model (Model Info/Analytics Id(s) and NF consumer attributes used for authorization (NF Type, Instance Id and Interoperability indicator). 


1b. ADRF, in case of successful model storage, provides a URI back to NWDAF MtLF, which may be later used to access the model.

2. NF Service producer registers the model specific information including the model metadata when registering its profile in the NRF. This information includes the Model Info/Analytics ID; and allowed NF Type, NF Instance Id and Interoperability indicator of consumers with respect to a particular model.

3. NF Service Consumer (e.g., NWDAF AnLF) when requesting the access token to NRF includes at least the Model Id and/or Analytics Id for which a trained model is needed, along with its Interoperability indicator in addition to the NF type and NF instance Id. 

4. NRF when receiving the access token request, verifies that the NF Service Consumer is authorized to consume the model of the NFp.   
5. In case of valid authorization, the NRF provides the token with access token claims including the Model Id, and optionally also the Analytics Id, identifying the type of analytics that the model may provide. 

6. NF Service Consumer now provides the access token with the model retrieval service request to the NF Service Producer (e.g NWDAF MtLF). Specially in indirect communication scenarios CCA may be optionally used for authentication between NF Service Consumer and Network Service Producer. 

7. NFp verifies the access token and ensures that the NFc is indeed authorized for the requested model by verifying the access token claims. 

8a. [Optional] In the case of successful token verification, NFp initiates an update of the metadata information of the Model in ADRF (sent in Step 1a) to include new authorized NFc info (NFc Instance ID, NFc type) in the ADRF.

8b. [Optional] ADRF sends a confirmation with the details of the NFc which is authorized to consume a particular identified model.

9. NWDAF MtLF (NFp) sends as a service response containing the URI to retrieve the encrypted model, the encryption key ‘K’, further encrypted using NFc public key, to NWDAF AnLF (NFc).

10-11. NFc requests an access token from NRF to consume the model retrieval service of ADRF, and receives an access token in response. 

12. NFc sends the model retrieval request using the URI (sent by NFp (MtLF) in step 9) to ADRF along with the access token received in Step 11, and additionally its credential information as part of the request (e.g., CCA). 

13. ADRF verifies that the NFc, which is trying to download the model, is indeed authorized by verifying the identity against the metadata updated in Step 8a, and verification of credentials of NFc provided in Step 12.

NOTE:
To ensure the URI is not misused by a rogue or malicious NFc, further verification on the model retrieval should be applied from the ADRF. This verification can be preferably realized via CCA (Client Credentials Assertion) as defined in clause 13.3.8 of [1], or alternatively via other mechanisms subject to the particular implementation. 
14. ADRF after a successful verification finally initiates the encrypted model download at the NFc.

15. NFc now decrypts the model using the encryption key ‘K’ received in Step 9.


6.7.3
Evaluation

The solution addresses the authorization related aspects when the AI/ML models are shared among NWDAFs and/or NFs, and the secure storage of the model in the ADRF. 
The solution assumes that there is not an implicit trust among the following logical entities: producer of the AI/ML model (NWDAF MtFL), the storage platform (ADRF) and the AI/ML consumer (AnLF).   
The following security requirements are addressed by this solution: 
· AI/ML models shall be protected between the entity which produces the ML model or stores the ML model in ADRF (e.g., NWDAF containing MtLF, NFp) and the entity which consumes the model (NFc).

· ADRF (Analytical Data Repository Function), or any other network function which may store the AI/ML model, shall be able to authorize the NFc to retrieve that AI/ML model 

· NF Service consumers shall be authorized to access to the AI/ML models in the ADRF (or any other NF which may store the ML model, for instance NWDAF MtLF).

The solution introduces the following new procedures in the existing authorization schema based on OAuth 2.0:
· The NF producer of the AI/ML model, while storing the model in the ADRF, is required to append its metadata needed to identify the model, and NF consumer attributes (NF type, NF Instance id and Interoperability indicator) for authorization purposes. The AI/ML model is stored in encrypted format. 
· At the registration stage in NRF, the NF producer of the AI/ML model is required to include the Model Info/Analytics ID, allowed NF Type/Id, allowed NF Id and Interoperability indicator per Model.
· The NWDAF MtLF verifies the access token of the AI/ML model consumer and responds (if successful) with an an URI to download the model and the encryption key to decrypt the model. This response is encrypted using the NWDAF AnLF public key. 
· The ADRF authenticates and authorizes the retrieval of the model. 
************ END OF CHANGES ******************
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